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E - C o m m e r c e  
E-COMMERC 
CONSUMER PROTECTION-  PROPOSALS FOR 
IMPROVING THE PROTECTION OF ONLINE 
CONSUMERS 1 
Anne SalaOn 
This article aims at proposing better solutions for the protection of consumers on the Internet while increasing 
consumer confidence in E-commerce. Today, consumer protection'remains regulated by traditional rules not 
specifically devoted to the online world which do not address specific issues raised by the electronic environ- 
ment. The proposals described in the article are addressed to Web site owners and official authorities who are 
both concerned to establish a trustworthy and secure online environment. 
T h e  genera l  s c o p e  of  a p p l i c a t i o n  of  c o n s u m e r  p r o t e c t i o n  
ru les  se t  fo r th  in  t h e  E u r o p e a n  set  of  laws raises t he  q u e s t i o n  
as to  t h e  e f fec t ive  p r o t e c t i o n  of  c o n s u m e r s  in  t he  o n l i n e  envi-  
r o n m e n t :  are c o n s u m e r s  equal ly  p r o t e c t e d  w h e n  c o n t r a c t i n g  
o n  t h e  I n t e r n e t  t h a n  w h e n  c o n t r a c t i n g  in a ' t r ad i t iona l '  envi-  
r o n m e n t ?  C o n s u m e r s  leg i t imate ly  e x p e c t  to  see  t h e i r  inter-  
es ts  p r o t e c t e d  in a s imilar  way, b e  t hey  i nvo lved  in an  
e l e c t r o n i c  t r a n s a c t i o n  or  in  a ' t r ad i t iona l '  o n e . T h e  a b s e n c e  of  
any  speci f ic  p r o t e c t i o n  o n  t he  I n t e r n e t  b r ings  to  l ight  s o m e  
u n c e r t a i n t i e s  as to  t he  s i tua t ion  of  t h e  indiv idual  c o n s u m e r  in 
r e l a t ion  to on l ine  adver t i sers ,  on l ine  p rov ide r s ,  and  m o r e  gen- 
erally to  o n l i n e  p ro fess iona l s .Th i s  s i tua t ion  is s t r e n g t h e n e d  by  
t h e  fact  t ha t  e l e c t r o n i c  c o m m e r c e  w e a k e n s  t he  p o s i t i o n  of  
c o n s u m e r s ,  m o r e  t h a n  t rad i t iona l  d i s t ance  sales: t he  in te rna-  
t iona l  c h a r a c t e r  o f  t h e  n e t w o r k ,  t he  e l e c t r o n i c  c h a r a c t e r  of  
t h e  m e a n s  of  c o m m u n i c a t i o n  used,  t he  rapid i ty  for  conc lud-  
ing a c o n t r a c t . T o g e t h e r  th is  m e a n s  a total ly d i f fe rent  m e t h o d  
o f  b u y i n g  goods  a n d  se rv ices  at a d i s t ance ,  w h e r e  t he  con-  
s u m e r  is p l a c e d  in a s i tua t ion  n e v e r  faced  b e f o r e h a n d .  
E lec t ron ic  c o m m e r c e  is cha l l eng i ng  t he  ru les  p r o v i d i n g  
for  p r o t e c t i o n  of  c o n s u m e r s  w i t h  regard,  i n t e r  al ia ,  to  com-  
merc ia l  c o m m u n i c a t i o n s  and  c o n t r a c t s  c o n c l u d e d  at a dis- 
t ance :  n e w  q u e s t i o n s  are ar is ing as to  t he  app l icab i l i ty  a n d  
e f f ec t iveness  of  t rad i t iona l  ru les  in  t he  on l ine  e n v i r o n m e n t .  
The  digi tal  m a r k e t p l a c e  p r o d u c e s  n e w  diff icult ies,  con-  
f ron t i ng  c o n s u m e r s  w i t h  a n e w  range  of  spec i f ic  p r o b l e m s .  
The  c u r r e n t  legis la t ion  e n s u r i n g  a m e s u r e  of  p r o t e c t i o n  of  
c o n s u m e r s  at  t he  E u r o p e a n  level,  r e l evan t  to  t he  digital  mar-  
ke tp lace ,  is ma in ly  t h e  fol lowing:  t he  D i s t a n c e  Con t rac t s  
Direc t i ve  2 - -  o n e  o f  t he  ma jo r  m e a s u r e s  p r o v i d i n g  p r o t e c t i o n  
to c o n s u m e r s  w h e n  t h e  la t te r  c o n c l u d e  a c o n t r a c t  at a dis- 
t ance ,  i nc lud ing  o n  t h e  In t e rne t .  A l t h o u g h  th is  t ex t  is n o t  par- 
t i cu la r ly  d e v o t e d  to  e l e c t r o n i c  c o n t r a c t i n g ,  it b r i n g s  
i m p o r t a n t  p r o v i s i o n s  ensu r ing ,  a m o n g  o the r s ,  t ha t  re l iable  
i n f o r m a t i o n  is p r o v i d e d  to t he  c o n s u m e r ,  b o t h  be fo re  and  
af te r  t he  c o n c l u s i o n  of  t h e  con t r ac t ;  t ha t  a r i gh t  o f  w i t h d r a w -  
al a l lows t h e  c o n s u m e r  to r e n o u n c e  t he  c o n t r a c t  w i t h o u t  
pena l t y  a n d  w i t h o u t  g iv ing any  reason;  a n d  tha t  t he  perfor-  
m a n c e  of  t he  c o n t r a c t  takes  p lace  w i t h i n  a r e a s o n a b l e  per iod .  
This  Direc t ive  has  b e e n  c o m p l e t e d  by  a draf t  Di rec t ive  o n  dis- 
t a n c e  f inancia l  services ,  a d o p t e d  o n  14 O c t o b e r  1998. 3 
A E u r o p e a n  R e c o m m e n d a t i o n  o n  Elec t ron ic  P a y m e n t  
I n s t r u m e n t s  4 s ta tes  tha t  t he  h o l d e r  o f  a p a y m e n t  i n s t r u m e n t  
is n o  longe r  l iable w h e n  t he  i n s t r u m e n t  has  b e e n  u sed  wi th-  
ou t  phys ica l  p r e s e n t a t i o n  or  e l e c t r o n i c  iden t i f i ca t ion  of  t he  
i n s t r u m e n t .  5 This  ma jo r  i m p r o v e m e n t  in  t he  h o l d e r ' s  l iabil i ty 
is a i m e d  at e n s u r i n g  tha t  i ssuers  p r o m o t e  on ly  s e c u r e  pay- 
m e n t  i n s t r u m e n t s  w h e r e  r isks of  f r a u d u l e n t  use  are mini-  
mized .  T h e  a b s e n c e  of  any  c o n s t r a i n i n g  i m p a c t  of  t he  
R e c o m m e n d a t i o n  s h o u l d  n o t  w e a k e n  th i s  p rov i s ion :  it 
s h o u l d  def in i te ly  b e  s e e n  as a n e w  po l i cy  w i t h i n  t he  
E u r o p e a n  Union .  
A Counc i l  Reso lu t ion  o n  the  C o n s u m e r  D i m e n s i o n  o f  the  
I n f o r m a t i o n  Soc ie ty  6 a c k n o w l e d g e s ,  o n  t he  o n e  hand ,  t he  
i m p a c t  of  t he  n e w  t e c h n o l o g i e s  o n  t he  daily l ives of  t he  citi- 
zens,  i nc lud ing  poss ib le  r isks t ha t  c a n  b e  suf fe red  and,  o n  t he  
o ther ,  t he  p o t e n t i a l  advan tages  c o n s u m e r s  c an  get  f r o m  the  
n e w  I n f o r m a t i o n  a n d  C o m m u n i c a t i o n  Techno log ie s .  T h e  
Reso lu t ion  also s t resses  t he  n e c e s s a r y  p rov i s ion  of  an  e q u i v a -  
l e n t  p r o t e c t i o n  r ega rd ing  t he  n e w  t echno log i e s :  c o n s u m e r s  
s h o u l d  n o t  feel less p r o t e c t e d  o n  t he  I n t e r n e t  t h a n  o n  t he  
of f l ine  wor ld .  
The  p r e a m b l e  o f  t he  Counc i l  Reso lu t ion  m a k e s  r e f e r e n c e  
to  t h e  OECD M i n i s t e r i a l  D e c l a r a t i o n  o n  C o n s u m e r  
P r o t e c t i o n  in the  c o n t e x t  o f  e l ec t ron ic  c o m m e r c e ,  w r i t t e n  o n  
t he  o c c a s i o n  of  O t t a w a  C o n f e r e n c e  he ld  in O c t o b e r  1998. 
A l t h o u g h ,  as e x p e c t e d ,  n o  G u i d e l i n e s  for  C o n s u m e r  
P r o t e c t i o n  in t he  c o n t e x t  o f  E lec t ron ic  C o m m e r c e  w e r e  
a d o p t e d ,  t he  Dec la ra t ion  s tands  apa r t  by  p r o m o t i n g  ini t ia t ives  
f rom the  p r iva te  sec tor :  t h e  n e c e s s a r y  tools  for  e n s u r i n g  con-  
f i dence  in t he  digital  m a r k e t p l a c e  s h o u l d  b e  d e v e l o p e d  by  
bus inesses ,  apa r t  f r om any  legislat ive ac t ion .  
T h e  la tes t  legis lat ive ini t ia t ive  at  t he  E u r o p e a n  level  is t he  
P r o p o s a l  o n  ce r ta in  legal  aspec t s  o f  e l ec t ron ic  c o m m e r c e  in 
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the internal market  7 w h e r e  c o n s u m e r  p r o t e c t i o n  is deal t  
wi th .  The  Proposa l  raises, a m o n g  o the r s ,  t he  issues  of  com- 
merc ia l  c o m m u n i c a t i o n s  d i s t r i bu t ed  t h r o u g h  t he  n e t w o r k ,  
e l ec t ron i c  c o n t r a c t s  and  app l i cab l e  law.This t ex t  is a first s t ep  
t o w a r d s  spec i f ic  p r o t e c t i o n  of  c o n s u m e r s  o n  t he  In t e rne t .  
Bes ide  t h e s e  d i f fe rent  p i eces  of  legislat ion,  it is qu i te  obvi- 
ous  tha t  t h e  b u s i n e s s  s e c t o r  i tself  has  t he  i n c e n t i v e  to seek  a 
safe a n d  t r u s t w o r t h y  e n v i r o n m e n t  w h e r e  c o n s u m e r s  are con-  
f iden t  to  con t r ac t .  Ini t ia t ives  s h o u l d  t h e r e f o r e  no t  on ly  c o m e  
f rom the  legis la ture  b u t  also f r o m  t he  bus ine s s  sector .  
F u r t h e r m o r e ,  in t he  l ight  o f  t he  OECD Dec la ra t ion  p rac t i ca l  
m e a s u r e s  s h o u l d  b e  a d o p t e d  a i m e d  at b e t t e r  t ak ing  in to  con-  
s ide ra t ion  t he  c o n s u m e r s '  in teres ts .  
T h e  d i s c u s s i o n  b e l o w  f o c u s e s  o n  t h e  a reas  w h e r e  
i m p r o v e m e n t s  c o u l d  b e  b r o u g h t  and  addres ses  s o m e  solu- 
t ions  t ha t  m i g h t  lead to  a b e t t e r  a w a r e n e s s  of  t he  pos i t i on  of  
t he  c o n s u m e r  in t he  o n l i n e  e n v i r o n m e n t . T h e  analysis is obvi- 
ously  no t  exhaus t ive ,  bu t  t r ies  to  address  a genera l  p o i n t  of  
v i e w  of  t he  c o n s u m e r s '  e x p e c t a t i o n s  w i t h  r ega rd  to e lec t ron-  
ic c o m m e r c e .  
T h e  ar t ic le  t r ies  to  fo l low t he  d i f fe ren t  s tages  o f  a com-  
merc ia l  t r ansac t ion :  t he  r e c e i p t  of  c o m m e r c i a l  c o m m u n i c a -  
t ions ,  t he  iden t i f i ca t ion  of  t h e  provider ,  t h e  p r e - con t r ac tua l  
s teps ,  t he  l b r m a t i o n  of  t he  con t r ac t ,  a n d  t he  pos t - con t r ac tua l  
s teps.  T h e n  issues  are a d d r e s s e d  at a m o r e  genera l  level  such  
as Web  site l abe l l ing  as a way to give p r e v e n t i v e  so lu t ions  a n d  
a l t e rna t ive  d i spu t e  r e so lu t i on  in case  of  l i t igation.  
COMMERCIAL COMMUNICATIONS 
Spamming and right of opposition 
The  n e w  m e a n s  of  c o m m u n i c a t i o n  gives r ise to  n e w  types  of  
c o n s u m e r  canvass ing  for  c o m m e r c i a l  p u r p o s e s  t h r o u g h  t he  
E-mail add res s  of  t he  consumer .  P rov iders  get  E-mail add res ses  
in n e w s g r o u p s ,  mailing-lists  or  t h r o u g h o u t  t h e  W e b  a n d  take  
advan tage  of  t h e  l ow  cos ts  of  t he  n e t w o r k  to b o m b a r d  e i t h e r  
t he  n e w s g r o u p s  or  ind iv idua l  E-mail add res ses  w i t h  messages ,  
main ly  for  c o m m e r c i a l  p u r p o s e s .  8 This  t e c h n i q u e  has  impor -  
t an t  c o n s e q u e n c e s  for  c o n s u m e r s  s ince  t he  f r e q u e n t  s e n d i n g  
of  messages  can  lead to a b l o c k i n g  o f  t he  n e t w o r k  a n d  repre-  
sen t s  d o w n l o a d i n g  cos t s  b o r n  b y  c o n s u m e r s .  
This  s i tua t ion  is qu i te  u n b e a r a b l e  for  h o l d e r s  of  an  elec- 
t ron ic  address ,  w h o  feel he lp les s  to  p r e v e n t  t he  r e ce ip t  of  
s u c h  messages .  Still, a r igh t  to  o p p o s e  t h e  r e c e i p t  of  messages  
for  c o m m e r c i a l  p u r p o s e s  is a d m i t t e d  in t h r e e  E u r o p e a n  
Direct ives:  first, Di rec t ive  9 5 / 4 6 / E C  on the protection o f  indi- 
viduals with regard to the processing o f  personal  data and  
on the free mot ,ement  o f  those data 9. Article  14-b urges  
M e m b e r  States to  g ran t  t he  data  sub jec t  t he  r igh t  "to objec t ,  
f ree  of  charge ,  to  t he  p r o c e s s i n g  of  p e r s o n a l  da ta  re la t ing  to 
h i m  w h i c h  t h e  c o n t r o l l e r  an t i c ipa t e s  b e i n g  p r o c e s s e d  for  t he  
p u r p o s e s  of  d i r ec t  marke t ing" .  Second ,  Direc t ive  97 /66 /EC o n  
the processing o f  personal  data and  the protection o f  priva- 
cy in the telecommunication sector 1° s ta tes  t ha t  unso l i c i t ed  
calls for  p u r p o s e s  of  d i rec t  m a r k e t i n g  s h o u l d  n o t  b e  a l lowed  
e i t h e r  w i t h o u t  t he  c o n s e n t  of  t h e  s u b s c r i b e r  concerned ,11  o r  
in  r e s p e c t  of  s u b s c r i b e r s  w h o  do  no t  w i s h  to r ece ive  such  
calls; and  third ,  Di rec t ive  97 /7 /EC o n  the protection o f  con- 
sumers in respect o f  distance contracts: art ic le  10 ~ 2 recog-  
n i z e s  t h e  opt-out p r i n c i p l e  w h e r e  i n d i v i d u a l  d i s t a n c e  
c o m m u n i c a t i o n s  may  b e  u s e d  on ly  w h e r e  t h e r e  is n o  c lear  
o b j e c t i o n  f rom the  c o n s u m e r .  
T h o s e  ar t ic les  clearly s ta te  t ha t  a r igh t  to  o p p o s e  unso-  
l ic i ted  r e c e i p t  of  c o m m e r c i a l  c o m m u n i c a t i o n s  s h o u l d  b e  
g r a n t e d  to t he  c o n s u m e r ,  and  tha t  th is  r igh t  s h o u l d  b e  avail- 
able  f ree  of  charge .  As a m a t t e r  of  fact,  s o m e  s p a m m e r s  do  
faci l i ta te  a reply  message  to t he i r  s p a m s  no t i fy ing  t he  recipi-  
en t ' s  w i s h  for  t he  r emova l  of  o n e ' s  address .Th is  is b y  a s imple  
r e t u r n  E-mail message ,  bu t  s u c h  e x a m p l e s  are few. 
How could this right of opposition be 
enforced? 
T h e  e f f e c t i v e n e s s  o f  a r i gh t  o f  o p p o s i t i o n  p r e s u m e s  h o w e v -  
e r  t h e  e x i s t e n c e  of  a m e c h a n i s m  a l l o w i n g  c o n s u m e r s  to  
m a k e  k n o w n  to p r o v i d e r s  t h e i r  p o s i t i o n  r e g a r d i n g  unso l ic i t -  
e d  c o m m e r c i a l  c o m m u n i c a t i o n s .  First, i n f o r m a t i o n  to con-  
s u m e r s  o n  t h e  avai labi l i ty  of  s u c h  m e c h a n i s m s  is e x p e c t e d .  
To b e  fully e f f ic ien t ,  an  o p p o s i t i o n  m e c h a n i s m  s h o u l d  b e  
c e n t r a l i z e d  a n d  s h o u l d  e n a b l e  p r o v i d e r s ,  b e f o r e  s e n d i n g  any  
message ,  to  h a v e  a c c e s s  to  E-mail l ists w h e r e  t he  w i s h  o f  t h e  
c o n s u m e r  no t  to  r e ce ive  c o m m e r c i a l  c o m m u n i c a t i o n s  has  
b e e n  c lear ly  stated.12 
Practically, t he  o p p o s i t i o n  m e c h a n i s m  c o u l d  b e  material-  
ized in t w o  d i f fe rent  ways:  
• t he  first  c o m m e r c i a l  c o m m u n i c a t i o n  s en t  to  t he  con-  
s u m e r  s h o u l d  c o n t a i n  i n f o r m a t i o n  a b o u t  t he  poss ib i l i ty  of  
re fus ing  t he  r e c e i p t  of  s u c h  messages ,  a n d  o n  t he  s teps  to  
take  in o r d e r  to  i m p l e m e n t  this.  In  th is  first  hypo thes i s ,  
t he  du ty  to i n f o r m  t h e  c o n s u m e r  w o u l d  "rely o n  t he  
attthor o f  the communicat ion;  
o r  
• w h e n  t he  E-mail address  is g ran ted ,  t he  access provider 
s h o u l d  i n f o r m  the  c o n s u m e r  of  t he  r igh t  o f fe red  to h i m  to 
o p p o s e  unso l i c i t ed  c o m m e r c i a l  c o m m u n i c a t i o n s  r ece ived  
via his  E-mail address .  The  du ty  of  i n f o r m a t i o n  falls he r e  
o n  t he  I n t e r n e t A c c e s s  Provider .At  t he  r e q u e s t  o f  the  con-  
s u m e r  n o t  to  t r ansmi t  c o m m e r c i a l  E-mails to  h im,  t he  IAP 
w o u l d  b e  e m p o w e r e d  to f i l ter  s u c h  messages  as s o o n  as 
t h e y  ar r ive  at h is  o w n  mai lbox .  This  w o u l d  p r e v e n t  t he  
c o n s u m e r  f r o m  rece iv ing  t h o s e  messages ,  cos t s  of  r e ce ip t  
and  d o w n l o a d i n g  b e i n g  avoided.  
This  poss ib i l i ty  to  f i l ter  c o m m e r c i a l  c o m m u n i c a t i o n s  
s h o u l d  b e  r ead  in a c c o r d a n c e  w i t h  t he  Proposal on E-com- 
merce. Art ic le  7 s ta tes  tha t  an  unso l i c i t ed  c o m m e r c i a l  com-  
m u n i c a t i o n  by  E-mail s h o u l d  b e  "clearly and  unequ ivoca l l y  
ident i f iab le  as s o o n  as it is r e ce ived  by  t he  rec ip ien t" .  Wi th  
s u c h  a p r inc ip le ,  h o w  w o u l d  t he  c o n s u m e r  b e  ab le  to  f i l ter  a 
c o m m e r c i a l  mes sage  be fo re  it a r r ives  in his  mai l  box?  Art icle  
s e v e n  c o u l d  have  b e e n  b e t t e r  d ra f ted  b y  s ta t ing  tha t  a com- 
merc ia l  c o m m u n i c a t i o n  s h o u l d  b e  ident i f iab le  as s o o n  as it is 
sent b y  t he  se rv ice  provider .  Such a w o r d i n g  w o u l d  o p e n  t he  
poss ib i l i ty  to offer  f i l ter  se rv ices  b y  a l l owing  an  iden t i f i ca t ion  
of  t he  c o m m e r c i a l  a im of  t he  message  as s o o n  as it is sent .  A 
th i rd  pa r ty  w o u l d  h a v e  b e e n  ab le  to  f i l ter  t he  messages  o n  
b e h a l f  of  t he  c o n s u m e r ,  t h e  c o m m e r c i a l  c o m m u n i c a t i o n s  
w o u l d  h a v e  b e e n  s t o p p e d  be fo re  r e a c h i n g  t he  r ec ip i en t ' s  
ma i lbox .  
The  a b o v e - m e n t i o n e d  d i s t i nc t i on  c o n c e r n s  solely t he  
i n f o r m a t i o n  t ha t  t he  c o n s u m e r  pos se s se s  o n  t he  o p p o s i t i o n  
m e c h a n i s m  and  a b o u t  his  r igh t  to  s u b s c r i b e  to  a list to b e  
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removed from commercial  communications.  Another  step is 
the concrete functioning of the list: the question remains as 
to the monitoring of the list by a specialized body. Should it 
be a public body or a professional body gathering different 
categories of providers? Whatever the choice is, it should at 
least avoid a situation where  an increasing number  of opposi- 
tion lists are put to consumers. This would certainly weaken 
their purpose. 
Moreover, the existence of  opposit ion lists should match 
with consumers '  wishes.The list should offer enough opposi- 
tion categories (i.e. opposit ion to all types of commercial  
communications: selected opposition to identified providers 
or to categories of providers, etc.); and should make sure that 
the finality of the list is not diverted and re-used for commer- 
cial purposes. 
Pr ivacy  c o n c e r n s  13 
Positive synergy between privacy protection and 
consumer protection 
Privacy issues meet  consumer  concerns when  the personal 
data disclosed during a transaction are potentially useable for 
illegitimate purposes by Web site owners. The above men- 
tioned 95/46 Directive participates in the protect ion of con- 
sumers on the Internet since the protection set forth for 
every data subject is applicable to every consumer. 
Basically, on the grounds of this Directive, personal data ~4 
may only be processed provided one of the following condi- 
tions is met: either the processing is necessary (it can be nec- 
essary for the pe r fo rmance  of the contract ,  for the 
compliance with a legal obligation, for the protect ion of vital 
interests of the data subject, for the performance of a task car- 
ried out in the public interests, or f o r  the purposes  o f  the 
legi t imate interest p u r s u e d  by the controller) or the data 
subject has unambiguously given his consent. 1~ The rights 
provided to the data subject are the right to be informed, the 
right of access and the right of rectification. 16 
Privacy issues participate towards the protect ion of con- 
sumers on the Internet.As explained above, consumers bene- 
fit from article 14-b - -  the right to oppose, free of charge, the 
processing of personal data for marketing purposes. Likewise, 
the rights of information, access and rectification allow con- 
sumers to monitor  the use of their personal data.A synergy is 
thus observed be tween  the two areas of protection. Privacy 
concerns become consumer  concerns - -  consumer protec- 
tion taking advantage of the rules set forth to protect  data 
subjects' privacy. 
Negative effects of privacy threats to consumer 
protection 
On the other  hand, privacy threats also create a lack of pro- 
tection for consumers. 
First, privacy can be threatened by the ease with which 
data can be collected and transmitted over the network. 
Without any knowledge of the consumer, personal data can 
be collected and used by numerous actors, which "dilutes the 
responsibility for data security and data protect ion and multi- 
plies the risk of  breaches in security and protection". 17 It 
becomes almost impossible to control and know who is col- 
lecting the data and for what  purpose. Furthermore, surfing 
on the Internet is not anonymous: it leaves traces enabling a 
consumer  profile to be developed from the steps tbllowed by 
the consumer on a commercial  Web site. 
Another  major conce rn  for consumer  pro tec t ion  is 
linked to the use of 'cookies ' ,  used by Web sites to collect  
and process personal  data. Cookies  m a k e  use o f  user-spe- 
cific in format ion ,  t ransmi t t ed  by the Web server  onto the 
user's compt t t er  so that  the in f i ) rmat ion  migh t  be avail-  
able f o r  later  access by i tsel f  or  o ther  servers, is Cookies 
are used to set up consumpt ion  profiles and send targeted 
advertising. Despite the possibility offered to the consumer  
to choose  w h e t h e r  he agrees or not  to receive cookies, the 
quest ion remains as to the enforcement  of  the pr inciples  
set forth by the Directive. The cookie  does not ment ion  
ei ther  the control ler  of  the data, or the purpose  of  the pro- 
cessing. 
Threats  can also arise f rom invisible  p rocess ing .  
Advert is ing banners  p laced on Web sites (e.g. on search 
engines  like Yahoo or AltaVista) are of ten  adapted to the 
consumer ' s  search.As soon as the c o n s u m e r  enters  a key- 
word,  the advert is ing banner  presents  a p roduc t  in rela- 
t ion to the keyword  en te red  in the search engine.  This 
happens  through an invisible exchange  of  informat ion 
b e t w e e n  the search engine  and the cybermarketer ;  an 
exchange  of  informat ion that is obviously h idden f rom the 
data subject.  
And last but not least, the efficiency of the protect ion 
granted by the privacy Directive relies on the protection 
granted at the international level, and on the protect ion 
offered to European data subjects whose  personal data are 
processed outside the European Union.19 
Enhancing privacy protect ion on open networks and 
making the Directive's rights effective would undoubtedly 
enhance the protection of consumers. 
IDENTIFICATION OF THE PROVIDER 
Consumers are faced with the difficulty of establishing the 
identity and location of the provider with w h o m  they deal, 
although such information assumes a great function of confi- 
dence and trust in consumer 's  mind. There is a great differ- 
ence with traditional commerce  where  the businesses they 
contract with are easily identifiable and whose  reputation is 
clearly established. Furthermore, the identification of the 
provider should be emphasized in an international environ- 
ment. In this field, the labelling of  the site can be a great help 
for consumers (see infra). 
Confidence could also be reached through the references 
of the provider in a trade register.This is foreseen by article 5 
(d) of the Proposal for a Directive on Electronic Commerce:  
the trade register in which the service provider is entered 
and any registration number  in that register should be dis- 
closed to the recipient of the service. One could also imagine 
a hyperlink with the site of  such an official trade register 
which would allow direct consultation. 
Whenever  the provider holds a digital signature, a certifi- 
cate has been issued by a Certification Authority. This certifi- 
cate would easily identify the provider: as the certificate is 
public, a link could be offered to the Certification Authority's 
site. 
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INFORMATION PROVIDED TO THE 
CONSUMER 
Both the presentation of the information and its content  
should be strengthened in the online environment: the dis- 
tance character of the contract justifies that accurate and 
comprehensive information is provided to the consumer  
before the contract is concluded, and the global network calls 
for a strengthening of the information disclosed. 
Presentation of the information 
According to the wording of article 4 of the Distance 
Contracts Directive, the information must be provided "in a 
clear and comprehensible manner in any way appropriate to 
the means of distance communicat ion used". This should be 
understood as forbidding providers to make a distinction 
be tween  categories of information by presenting a first range 
of information in an attractive way by using colours, animated 
pictures, etc., and another range of information in an unpleas- 
ant way aimed at dissuading consumers from reading them. 
The possibilities offered by the technique should not lead 
providers to hide information to the detriment of  others, thus 
misleading consumers by dissuading them from reading the 
whole  range of information. 
Furthermore, it is important to note that such prior infor- 
mation should be accessible at any stage during the visit on 
the site: too often the information is no longer accessible 
once the good has been put in the 'shopping basket' even 
though it is important to enable the purchaser to come back 
to it.A link or an icon should allow a consultation of the prod- 
uct's information at any step of the transaction. 
Strengthen the informational content: 
additional information and sample 
The information disclosed by the provider to the consumer 
prior to the conclusion of the contract is crucially important 
since the parties are not by nature in contact with each other. 
This statement is strengthened by the global environment  of 
the network - -  where  the exercise of the right of withdrawal 
takes a new dimension in terms, among others, of return costs 
- -  and by the interactivity of the network where  numerous 
goods and software, directly downloaded to the consumer 's  
computer, often fall under an exception to the right of with- 
drawal.Z° 
Article 4 of the Distance Contracts Directive enumerates a 
list of prior information provided to the consumer that 
should be delivered as a minimum in the online environment. 
When the good ordered is for ' immediate consumption '  (in 
other  words when  it is directly downloaded to his computer)  
additional information should be given to the consumer. 
Such information must enable the consumer to check the 
compatibility with his own software, in order to avoid techni- 
cal incompatibilities: a situation where  goods received online 
are not useable for such reasons due to a lack of prior infor- 
mation should not be the consumer 's  responsibility other- 
wise he is left with software that can neither be exploited nor 
returned. 
The idea of providing additional information to the con- 
sumer was developed in a first draft version of the OECD 
Recommendat ion concerning Guidelines for  the Protection 
o f  Consumers in the Context o f  Electronic Commerce. 21 It 
states that additional information should be provided to con- 
sumers with regard to digitized goods, services and/or soft- 
ware ordered  and del ivered over  the open  network.  
According to this draft Recommendation,  the information 
must include, inter alia: specific information as to the charac- 
teristics of the goods, services and/or software and the oper- 
ating system and equipment  requirements necessary to 
utilize the good, service or software efficiently; the transmis- 
sion costs; the terms and conditions of any applicable soft- 
ware licence agreement; and any specific limitations or 
conditions on the return of digital information.This principle, 
although considerably watered down in the second and third 
versions of the draft recommendation,  should encourage 
providers to provide tailor-made information according to the 
good, service or software delivered. 
Furthermore, where  the technology permits, a sample of 
the product  should be sent to the consumer. We assume that 
for many products or software delivered online the sending 
of a sample, or in other  words an indicative piece of the prod- 
uct, would  not represent  technical  difficulties for the 
provider. This would, on the contrary, have the advantage of 
placing potential purchasers in a confident frame of mind 
since they would be able to receive, free of charge, a sample 
of the digitized good they would have been reluctant to pur- 
chase without this prior check. After receipt, the recipient 
will feel confident about ordering the good if it is in accor- 
dance with the characteristics described in the offer and 
technically compatible with his own system. 
Confirmation of the information presented 
to the consumer 
The Distance Contracts Directive provides for a duty to con- 
firm the prior information given to the consumer. Article 5 
states that "the consumer  must receive writ ten confirmation 
or confirmation in another durable medium available and 
accessible to him of the prior information, in good time dur- 
ing the performance of the contract". The term of durable 
med ium implicitly refers to electronic distance contracts 
where  a wri t ten document  is not foreseeable.-'-' One cannot 
expect  to receive a confirmation on paper when  dealing 
with online contracts. 
One should not lose sight of  the Directive's requirement: 
the consumer must ' receive'  confirmation: the obligation 
weighs on the provider, the consumer needs not play an 
active role. For example, the confirmation would not be satis- 
factorily validated if the provider simply were  to content  him- 
self with posting it on-screen leaving the consumer to 
download or print out the information. 
A second important issue linked to the confirmation con- 
cerns the medium. To respond to the requirement that the 
medium is 'available and accessible' to the consumer, a choice 
must be made as to the medium used. Indeed, a confirmation 
could be available to the consumer but not accessible if the 
medium is not readable by his computer  (e.g. a f loppy disk 
where  the file is saved in a different format).The issue of con- 
firmation takes on a new dimension since here again the 
compatibility be tween  the provider 's computer  and the con- 
sumer's one has important consequences.This situation finds 
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no e c h o  in tradit ional  d is tance  cont rac t ing  w h e r e  confirma- 
t ion is most ly  sent  t h rough  postal  services,  and no  ques t ion  of  
compat ib i l i ty  arises. It is therefore  impor tan t  that a cho ice  is 
p r o p o s e d  to the  c o n s u m e r  as to the  m e d i u m  th rough  w h i c h  
the  conf i rmat ion  wil l  be  sent, taking into accoun t  his techni-  
cal equ ipmen t .  
Most o f  the  t ime the  conf i rmat ion  will  be  sent t h rough  an 
E-mail, w h i c h  is the  easiest,  qu ickes t  and cheapes t  way to 
reach  the  consumer .  However ,  E-mail is not  always a solut ion 
if the  c o n s u m e r  has reached  the  p rov ide r  f rom a publ ic  p lace  
(e.g. cyber-caf~): no  persona l  address is a t t r ibuted to h im in 
this case. Still, if the  cont rac t  has b e e n  c o n c l u d e d  in compli -  
ance  w i t h  the  r equ i r emen t s  of  the  Proposal for  E-com- 
merce, 23 it means  implici t ly that  the  c o n s u m e r  has b e e n  able 
to interact  w i t h  the  serv ice  provider,  i r respec t ive  of  the  exis- 
t ence  of  a pe rsona l  E-mail address. In that case it is foresee- 
able that  the  conf i rmat ion  will  reach the  c o n s u m e r  th rough  a 
publ ic  E-mail address, p rov ided  the  service  p rov ide r  makes  
sure that  the  c o n s u m c r  has effect ively r ece ived  it. 24 
INTERACTIVITY WITH THE SERVICE 
PROVIDER 
Direct  con tac t  w i t h  the  serv ice  p rov ide r  should  be  made  pos- 
s ib le .The  p rov ide r  should  offer  a hyper l ink  to c o n s u m e r s  to 
enable  t h e m  to en te r  into con tac t  w i th  h im for any informa- 
t ion reques t  or  comp la in t .The  t echno logy  offers possibil i t ies 
that  should  be  used by professionals:  an i con  p laced  on  the  
provider ' s  site wou ld  offer  a real interact ion;  ques t ions  w o u l d  
rece ive  d i rec t  answers  and compla in t s  cou ld  be  addressed 
easily. 
Benefits  can  also be  taken f rom the  interact ivi ty of  the  
n e t w o r k  wi th  a men t i on  of  the  Codes  of  Conduc t  the  
p rov ide r  subscr ibes  to, and possibly a di rect  link wi th  the  
organiza t ion  in charge of  the  moni to r ing  of  such  Codes.  
SUMMING UP THE TRANSACTION 
Besides the  great  oppor tun i t i e s  offered by e lec t ron ic  com- 
merce ,  the  risks of  wrongfu l  uti l ization are inhe ren t  to the  
t e c h n i q u e  itself. No means  of  distant c o m m u n i c a t i o n  up to 
n o w  has eve r  offered c o n s u m e r s  the  possibil i ty to conc lude  
contrac ts  so fast, by a s imple  mouse  'cl ick' .  This rapidity 
impl ies  obvious  risks of  misuse  and can lead to the  format ion  
of  undes i red  contrac ts  due  to t echnolog ica l  mistakes.  
Requir ing  the  c o n s u m e r  to h o n o u r  a cont rac t  en t e red  
into after an e r ror  is not  sat isfactory.The consen t  o f  the  con- 
sumer  must  be  explici t ly g iven in o rder  to avoid a d ispute  as 
to the  ex i s tence  of  the  con t rac t .The  solut ion cou ld  be  to pre- 
sent  af inal  summing  up of  the  t ransact ion before  the  con- 
sumer  defini tely en te rs  into the  contract .  
A summing  up  of  the  t ransact ion wou ld  have the  advan- 
tage of  p resen t ing  to the  c o n s u m e r  a re-s ta tement  of  all his 
cho ices  (character is t ics  of  the  goods / se rv i ces  chosen ,  pr ice,  
de l ivery  costs, a r rangements  for payment ,  pe r fo rmance ,  exer- 
cise of  the  r ight  of  wi thdrawal ,  e tc .) .This  summary, p r e sen t ed  
on  a un ique  page,  w o u l d  a l low a visualizat ion of  the  c o n t e n t  
of  the  cont rac t  the  c o n s u m e r  is wil l ing to conc lude  and, 
above  all, it w o u l d  enable  the  c o n s u m e r  to br ing  rect i f icat ion 
and thus avoid mistakes due  to a misuse  o f  the  t echn ique .The  
consen t  is t hen  g iven  to the  summing  up  of  the  transaction,  
leading to a c lear  and c o m p r e h e n s i v e  summary  of  the  con- 
tent  of  the  contract .  Such a prac t ice  w o u l d  br ing an end  to 
consumers ,  mistakes leading to undes i red  contracts .  
It should  be  m e n t i o n e d  that  the Proposal for  a Directive 
on certain legal aspects of  Electronic Commerce urges the  
M e m b e r  States to act in such a way  that  serv ice  p rov iders  
make  available to the  rec ip ien t  of  the  service  "appropr ia te  
m e a n s  a l l owing  h i m  to ident i fy  and c o r r e c t  hand l ing  
errors" .25 
In pract ice ,  many sites already p ropose  a similar summing  
up a r rangement  before  the  c o n s u m e r  purchases  the  goods  o r  
services,  -6 but  a general izat ion of  this prac t ice  should be  
encouraged .  
The  first draft of  the  OECD Guidel ines  imagined  a slightly 
different  system w h e r e  the  consent of  the  c o n s u m e r  must  be  
g iven  at various steps. To enable  the  c o n s u m e r  to give his 
consen t  in a clear  and t ransparent  manner ,  separate  s teps are 
p r e sen t ed  to h im w h e r e  he  can clearly express  his in tent  to 
purchase  the  good/se rv ice .  The  steps fo reseen  are: the  selec- 
t ion of  the  good  or  service;  the  ag reemen t  to the  full p r ice  as 
stated in the  offer, terms,  condi t ions  and m e t h o d s  of  payment ;  
the  a ccep t ance  of  credi t  opt ions;  the  ag reemen t  to o the r  
aspects  o f  the  contract ;  and the  final a g r e e m e n t  to the pur- 
chase .This  system was  no t  adop ted  in the  draft Guidelines, 
perhaps  for pract icable  reasons,  a l though a consen t  split in 
different  stages w o u l d  al low a clear  and t ransparent  expres-  
sion of  the consumer .  However ,  as long as a c lear  summing  up 
is p r e sen t ed  to the  consumer ,  it is satisfactory to enable  the  
c o n s u m e r  to express  a clear  and unambiguous  consent .  
CONTRACT FORMATION 
Contrac t  format ion  is foreseen  in article 11 of  the  E-com- 
m e r c e  Proposal.  Three  different  steps are envisaged before  
the  cont rac t  is d e e m e d  conc luded :  (i) the  first step is (obvi- 
ously)  the  r ec ip i en t ' s  a c c e p t a n c e ,  w h e n  the  c o n s u m e r  
demons t ra tes  his wish  to conc lude  the  cont rac t  by sending a 
message  to the  provider ;  (ii) the  second  step is the  acknowl-  
e d g e m e n t  of  rece ip t  by the  p rov ide r  sent  to the  consumer ,  
(iii) and the third one  is the  conf i rmat ion  o f  the  acknowl-  
e d g e m e n t  of  rece ip t  by the  consumer .  
Al though  this system seems compl i ca t ed  at first sight, it 
can, in reality be  easy and fast. It br ings to the  c o n s u m e r  the  
advantage of  be ing  absolutely  cer ta in  that  the  p rov ide r  has 
r ece ived  his a ccep t ance  and is ready to pe r fo rm the  contract .  
Punctual i ty  p rob lems  are even  avoided wi th  this system, like 
the  unavailabili ty of  a p roduc t .The  p rov ide r  has the  chance  to 
c h e c k  the  availabil i ty o f  a p r o d u c t  be fore  send ing  an 
a c k n o w l e d g e m e n t  to the  consumer .  However ,  art icle 11 could  
be  i m p r o v e d  w i t h  regard to c o n s u m e r  pro tec t ion .  
First, uncer ta in t ies  remain  wi th  regard to the  messages  
sen t .What  should  h a p p e n  if a message  is no t  r ece ived  by the 
rec ip ien t  or  if the  rec ip ien t  p re t ends  no t  to have rece ived  the 
message? Also, wha t  if the c o n t e n t  o f  the  message  has b e e n  
altered? It is regretful  that  the  Commiss ion ' s  Proposal  does  
no t  encourage  the  use of  means  guarantee ing  the  integri ty 
and authent ic i ty  of  the  message,  like the  digital s ignature .The 
use o f  a digital s ignature  w o u l d  p rov ide  securi ty  as to the  for- 
mat ion  o f  the  contract ,  a l though a cost  is incur red  f rom this 
securi ty  wi th  the  c o n s e q u e n c e  that  a s ignature might  no t  be  
adapted  to l ow cost  transactions.  But should  one  accep t  a 
Computer Law & Security Report Vol. 15 no. 3 1999 
ISSN 0267 3649/99/$20.00 © 1999 Elsevier Science Ltd. All rights reserved 
163 
E - C o m m e r c e  
lesser degree  of  securi ty  for l ow cost  transactions,  i.e. a trans- 
act ion w i thou t  digital signature? 
As far as c o n s u m e r  p ro tec t ion  is conce rned ,  the  t ime  of  
conc lus ion  of  the  cont rac t  w o u l d  be  be t t e r  chosen  w h e n  the  
conf i rmat ion  is sent  by the  consumer ,  instead of  w h e n  the  
conf i rmat ion  is accessible to the  p rov ide r  ( the  conf i rmat ion  
m e n t i o n e d  here  is the  message sent  by the  c o n s u m e r  con- 
f i rming  the  a c k n o w l e d g e m e n t  o f  r e c e i p t  sent  by the  
provider) .  The  t ime of  conc lus ion  chosen  in the  Proposal 
places  the  risk of  a non-rece ip t  of  the  message  by the  
p rov ide r  in the hands  o f  the consumer,  a l though the  latter 
canno t  be  held  responsib le  for a technica l  failure. 
RECORDING OF THE TRANSACTION 
In o rder  to guarantee  the  means  to p rove  the  t ransact ion and 
its content ,  a recording o f  the transaction should  be  available 
to the  c o n s u m e r  f rom the  provider.  Such a record  w o u l d  be  
useful for bo th  parties: it w o u l d  identify the contract ,  its con- 
tent,  the  t ime of  conclus ion ,  etc.  It cou ld  be  sent  to the  con- 
sumer  th rough  a similar m e d i u m  than the  one  used for the  
conf i rmat ion  of  informat ion,  and w o u l d  p resen t  the  advan- 
tage of  focusing on  the major  e l emen t s  of  the  contract .  
Moreover,  the  part ies  cou ld  refer  to it in case of  dispute.  In 
o rder  to guarantee  the  validity and integri ty of  the  recording,  
an e lec t ronic  s ignature could  be  used. z7 
The idea of  record ing  the  t ransact ion is also p re sen ted  in 
the  second  draft Guidelines f o r  Consumer  Protection in the 
context  o f  Electronic Commerce:"acceptance should  be  noti- 
fied in a format  w h i c h  al lows the  part ies  to access  and main- 
tain a c o m p l e t e  and accura te  record  o f  the contract".28 
PAYMENT: SECURITY ISSUES 
The major  issue c o n c e r n i n g  e lec t ron ic  paymen t  is security. 
Conf idence  in e lec t ron ic  c o m m e r c e  will  only deve lop  w h e n  
securi ty  wi th  regard to paymen t  on the  In te rne t  is provided.  
Credit  card n u m b e r  and exp i ry  dates are too  of ten disclosed 
over  the  n e t w o r k  w i thou t  a sufficient  and reliable securi ty  
system operat ing.  
The  lack of  securi ty  is one  of  the  reasons  wi ly  c o n s u m e r s  
are re luctant  to make  payments  onl ine  and thus to buy goods  
or  services  on  the  Internet .  So long as mere  c o m m u n i c a t i o n  
of  the  apparen t  n u m b e r  on the  paymen t  ins t rument  suffices 
to engage  a transaction,  the  broad mass of  e lec t ron ic  transac- 
t ions will  remain  insufficiently secure,  w h i c h  clearly repre- 
sents a brake to thei r  deve lopmen t .  Moreover ,  securi ty  is 
e x p e c t e d  at two  different  levels: first, dur ing transfer of  the  
informat ion ove r  the  n e t w o r k  and second  w h e n  the  paymen t  
data is stored. In these  c i rcumstances  data t ransmit ted  should 
no t  be  accessible  to unau thor ized  third parties.  
EU Recommendation on Electronic 
Payments 
The European Commiss ion ' s  R e c o m m e n d a t i o n  of  30 July 
1997 "conce rn ing  opera t ions  carr ied out  by means  of  elec- 
t ronic  ins t ruments  of  payment ,  in par t icular  the  re la t ionship 
b e t w e e n  the  issuer and the  holder"  par t ic ipates  in the  protec-  
t ion of  c o n s u m e r s  on  the Internet .  29 Beside provis ions  on 
responsibi l i t ies  and liability of  the  parties,  one  major  input  
into the  d o c u m e n t  relates to the l imitat ion of  the holder ' s  lia- 
bility. The  ho lde r  may not  be  held  liable for payments  made  
w i thou t  e i ther  his physical  p r e s e n c e  or  e lec t ron ic  identifica- 
t ion having taken place;  the  s imple  use of  a conf ident ia l  code,  
or  similar means  of  identif ication,  is insufficient  to engage  his 
liabilit)~ The ho lde r  is therefore  no t  engaged  by the  s imple  
c o m m u n i c a t i o n  of  the  apparen t  n u m b e r  of  the  paymen t  
ins t rument .The  aim of  this p rov is ion  is to ensure  that issuers 
of  paymen t  ins t ruments  are b o u n d  to cons ide r  the issue of  
securi ty  and to p rov ide  c o n s u m e r s  wi th  a system sufficiently 
secure  to min imize  the  risks of  f raudulent  use of  payment  
ins t ruments  and of  paymen t  data. Either imp lemen ta t ion  in 
the  M e m b e r  States must  be  ach ieved  or, if not, the  will  of  the 
C o m m i s s i o n  to a d o p t  a cons t r a in ing  m e a s u r e  wi l l  be  
p roposed .  
Information 
Consumers  are ent i t led to receive  sufficient and accurate  
i n fo rma t ion  abou t  the  p a y m e n t  sys tems  p r o p o s e d .  
Informat ion should descr ibe  the different paymen t  possibilb 
ties available to enable  consumers  to make  their  choice.  The  
secur i ty  of  each  p a y m e n t  sys tem shou ld  obv ious ly  be  
desc r ibed  in w o r d s  unders t andab le  to eve ry  consumer .  
Reference  to a securi ty system - -  for example  the  SSL 
Protocol  i is not  enough  to increase c o n s u m e r  conf idence  in 
payment  systems as long as consumers  are not  able to under-  
stand the consequences  of  using such a system. Providers  
should therefore  pay at tent ion to the  informat ion provided  
about  the  t echn ique  referred to and its consequences .  
In fomla t ion  should  also focus on  the  related fees, charges  
o r  handl ing costs  incur red  by the  use of  a par t icular  means  of  
payment .  
Charge-back 
W h e n e v e r  the  cont rac t  is e i ther  no t  p e r f o r m e d  or  w i thd rawn  
f rom by the  consumer ,  any sums already paid must  be  refund- 
ed  (wi th in  30 days accord ing  to article seven  of  the  Distance 
Contracts  Directive).  The  r e i m b u r s e m e n t  of  the  c o n s u m e r  in 
such cases has fundamenta l  impor tance :  c o n s u m e r s  will  be  
re luctant  to purchase  goods  or  services  on  the  In te rne t  if 
t hey  have no  cer ta in ty  as to thei r  r e i m b u r s e m e n t  in case of  
non-pe r fo rmance  of  the  cont rac t  o r  wi thdrawal .  If they  wan t  
to at tract  consumers ,  onl ine  providers  should  furnish reliable 
informat ion  and offer  the  assurance that  any sum paid will be  
charged back in case of  dispute.  
The  OECD has issued a draft R e c o m m e n d a t i o n  on this 
ques t i on  of  charge-back,  3° laying d o w n  p r inc ip le s  that  
should  be  taken  into accoun t  by M e m b e r  States to guaran tee  
the  charge-back p r inc ip le  for c o n s u m e r s  in re la t ion to inter- 
nat ional  d is tance  con t rac t s .The  m e c h a n i s m  of  charge-back is 
fo reseen  as a means  enabl ing  c o n s u m e r s  to get  refunds  in 
d i spute  cases, thus  avoid ing  redress  mechan isms .  The  Draft 
R e c o m m e n d a t i o n  p leads  for a vo lun ta ry  based  charge-back 
m e c h a n i s m  at the  in terna t ional  level  a imed  at increas ing 
c o n s u m e r  c o n f i d e n c e  in p a y m e n t  systems.  Charge-back 
w o u l d  be  gran ted  in the  fo l lowing  c i rcumstances :  wi thdraw-  
al by the  consumer ;  invoice  mistakes;  fraud due  to the  seller; 
a lost  o r  s tolen ins t rument ;  non-de l ivery  of  the  good  o rde red  
b e y o n d  any fo reseen  delay; non-confo rmi ty  of  the  good  to its 
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description, and inertia selling where  a payment has been 
made. 
Solutions could also be imagined in other  instances. 
Consumers would feel quite satisfied with a site displaying a 
clear policy regarding reimbursement ,  where  assurance 
would be given that any sum received by the provider (before 
the good is effectively delivered) would be automatically 
charged back in case of withdrawal or non-performance from 
the contract. Likewise, the sum paid by the consumer could 
be blocked by a third party and transmitted to the provider 
after the withdrawal period, unless the performance of the 
contract did not happen as foreseen in the contract. 
Site Labelling 
The principle of site labelling could be seen to be the answer 
to both consumers and service providers with respect to 
electronic commerce.  Combining the technology and an 
audit procedure, it offers a general solution for providing 
trust and confidence by complying with consumer protec- 
tion rules and commercial  practices principles in general. 3~ 
The reliability of aWeb site owner  is ensured by a seal posted 
onscreen, attesting the site's support  to the principles set 
forth by the labelling company.The seal offers the possibility, 
through a hyperlink, to check the issues identified as most rel- 
evant by the labelling company with regard, notably, to elec- 
tronic commerce  with consumers. 
As far as consumer  protect ion is concerned,  site labelling 
can be profitable by developing a trustworthy and secure 
environment  over the Internet. ~2 It should however  meet  cer- 
tain criteria if it is to be really efficient. Labelling detractors 
argue that label initiatives do not particularly address con- 
sumer issues; that the co-existence of labels with a large num- 
ber of  other  labels divert from their purpose.They also argue 
that labels endanger compliance with legislative texts since 
they are not based upon existing legislation. Such arguments 
should not be ignored. To provide concrete  input to the pro- 
tection of consumers, site labelling should be framed within 
minimal conditions. 
At first glance, the following conditions seem important 
to take into account when  setting-up labelling activities: 3-~ 
• the very first objective of the label is the information to 
the consumer: the information aims at increasing con- 
sumer confidence and trust. The label should, therefore, 
be properly explained to consumers.All accurate informa- 
tion should he available in order to enable the consumer  
to understand the meaning and the purpose of the label. It 
should notably contain information on the labelling com- 
pany, the criteria for granting the label, the audit report 
performed by the labelling company on the Web site 
owner. A hyperlink should make this information directly 
accessible from the Web site concerned;  
• the label should also guarantee the identity o f  the Web 
site owner  As already mentioned, the identification of the 
site owner  is a major difficulty faced by consumers when  
compared  with  traditional distance selling activity. 
Information provided by the label should clearly and 
unambiguously establish the identity of the Web site 
owner  (this should also be seen in the light of  a link to an 
official trade register and/or the certificate delivered by a 
Certification Authority); 
• strict account should be taken of existing legislation in 
the fields of law covered by the label: all relevant legisla- 
t ion should be analyzed by the labelling company. 
Compliance with the legal requirements should consti- 
tute the very first commitment  of any site wishing to be 
granted a label; 54 
• only a limited number  o f  labels should be developed: an 
increasing number  of labels placed on Web site pages 
would create a deep confusion and would damage their 
purpose and credibility. Eftorts should be made to avoid a 
multiplication of labels: first on a geographical basis, labels 
should not be limited to the territory of  one Member 
State. They should at least cover the territory of the 
European Union. Secondly various fields could be covered 
by one label: a label should not necessarily be limited to 
the protection of consumers, or the protect ion of privacy 
for example. Its scope should be broader in order to limit 
the number  of labels; 
• m i n i m a l  requirements should be complied within any 
case. Labelling should be based on a voluntary system and 
should not become a compulsory standard for electronic 
providers. Neither should it dedicate any monopoly, be it 
public or private. A competi t ive market should be the 
basis of labelling activities.The setting-up of the label and 
the criterion to grant it should ideally be defined in col- 
laboration with the relevant professional and consumer 
associations; 
• the label should be surrounded with security measures 
guaranteeing that the label is not reproducible and/or 
usable by non-authorized parties (e.g. by a site which fails 
to comply with the label's requirement and/or  which has 
not asked for the label).Such measures should also con- 
firm that the label can be withdrawn whenever  the site is 
found not to be in compliance with the requirements; 
• no prohibitive costs should be charged to small or medi- 
um-sized enterprises (SMEs) willing to participate in the 
labelling process that would separate them from the ben- 
efits of this technique with regard to the development  of 
a trustworthy environment; 
• the labelling company should be aware of liability issues. 
It should take the necessary steps to provide for any dam- 
ages arising from the label (be it for the audit report, the 
monitoring of the label, the relation with third parties, 
etc.). 
ALTERNATIVE DISPUTE RESOLUTION 
Member States shall ensure that, in the event o f  disputes 
between an information society provider and  its recipient, 
their legislation allou, fo r  the effective use o f  out-of-court 
settlement mechanisms including by appropriate electronic 
means.The European Commission opens the door to alterna- 
tive disputes resolution mechanisms in the E-commerce 
Proposal (Article 17). 
Alternative dispute resolution (ADR) solutions are devel- 
oped to solve the disputes arising on the network, thus con- 
tributing a mechanism designed to answer to consumers '  
expectations. ADR is seen as complement ing judicial proce- 
dures, its aim being to propose a tailor-made solution that is 
better adapted to the particulars of  the network compared 
with traditional court procedures.35 As a matter of fact,ADR is 
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c u r r e n t l y  t he  m o s t  su i tab le  m e c h a n i s m  for  so lv ing d i spu te s  
ar is ing b e t w e e n  a c o n s u m e r  and  a se rv ice  p r o v i d e r  o n  t he  
I n t e r n e t . T h e  r e a s o n  for  th is  is easy  to u n d e r s t a n d . A s  s ta ted  in 
t he  reci ta ls  of  ar t ic le  17 of  t he  Proposal, o u t  of  c o u r t  d i spu te  
s e t t l e m e n t  s h o u l d  b e  "par t icular ly  useful  for  s o m e  d i spu te s  o n  
t he  I n t e r n e t  b e c a u s e  of  t he i r  l ow  t r ansac t iona l  va lue  a n d  the  
size of  t he  par t ies ,  w h o  m i g h t  o t h e r w i s e  b e  d e t e r r e d  f rom 
us ing  legal p r o c e d u r e s  b e c a u s e  o f  t he i r  cost".~6 
ADR is s e e n  as a m e a n s  to a n s w e r  c o n s u m e r s '  fears regard- 
ing t he  so lv ing of  d i spu tes .A  quick,  a f fordable  solut ion,  tailor- 
m a d e  to t he  n e t w o r k ' s  pa r t i cu la r  features ,  fits w i t h o u t  any  
d o u b t  w i t h  c o n s u m e r  e x p e c t a t i o n s .  Be it t h r o u g h  negot ia-  
t ion,  conc i l ia t ion ,  m e d i a t i o n  or  a r b i t r a t i o n s  ADR p r e s e n t s  an  
a t t rac t ive  so lu t ion  and  n u m e r o u s  advantages .  Its f lexibi l i ty  
a l lows an  a d a p t e d  p r o c e d u r e  and  an  a d a p t e d  so lu t ion ,  w i t h i n  
a l imi ted  p e r i o d  of  t ime  and  at l ow  cos t  value.  Its con f iden t i a l  
n a t u r e  is also of  i m p o r t a n c e  for  b u s i n e s s e s  w h o  m i g h t  p r e f e r  
to  see  t h e i r  c o n f l i c t s  s o l v e d  w i t h o u t  any  publ ic i ty .  
F u r t h e r m o r e ,  an  a l t e rna t ive  so lu t ion  p r e s e n t s  less diff icul t ies  
w i t h  regard  to t he  e n f o r c e m e n t  o f  t he  dec is ion ,  c o m p a r e d  
w i t h  the  diff icult  e n f o r c e m e n t  of  a judicial  dec is ion ,  especial-  
ly in  an  i n t e r n a t i o n a l  e n v i r o n m e n t .  Besides,  i n t e r e s t i ng  initia- 
t ives are c u r r e n t l y  deve loped .  38 
ADR so lu t ions  s h o u l d  h o w e v e r  n o t  d e v e l o p  un less  w i t h i n  
a s t r ic t  f r a m e w o r k  w h e r e  m i n i m a l  r e q u i r e m e n t s  are c o m p l i e d  
w i t h  notably:  (i) in f f ) rmat ion  to t he  c o n s u m e r :  a p r i m a r y  
range  of  i n f o r m a t i o n  s h o u l d  inc lude  all t h e  n e c e s s a r y  infor- 
m a t i o n  enab l ing  t he  c o n s u m e r  to u n d e r s t a n d  t he  p u r p o s e  of  
t he  m e c h a n i s m  a n d  its w ay  of  f u n c t i o n i n g  A s e c o n d  range  
s h o u l d  focus  o n  t he  v o l u n t a r y  c h a r a c t e r  of  ADR and  t he  fact 
t ha t  it does  n o t  p r e v e n t  t he  pa r t i e s  f rom go ing  to cour t ,  at any  
stage of  t he  a l t e rna t ive  p rocedu re ; ( i i )  t he  expl ic i t  c o n s e n t  of  
b o t h  pa r t i e s  to  s u b m i t  t he  d i spu te  to  t he  th i rd  party, be fo re  
a n d / o r  af ter  t h e  d i spu t e  arises. F u r t h e r m o r e ,  c o n s u m e r  asso- 
c ia t ions  s h o u l d  b e  inv i t ed  to play an  ac t ive  role  in t he  se t t ing  
u p  of  ADR rules  a n d / o r  in t he  so lv ing p r o c e d u r e ;  (iii) t h e  neu-  
trali ty of  a th i rd  pa r ty  a sked  e i t h e r  to  i m p o s e  a so lu t ion  or  to  
advise  t he  pa r t i e s  i nvo lved  in t he  d i spu te ;  (iv) t h e  c o m p l i a n c e  
w i t h  t he  legal r e q u i r e m e n t s  as regards  c o n s u m e r  p r o t e c t i o n .  
F rom a Web  site o w n e r ' s  p o i n t  of  view, ADR p r e s e n t s  also 
qu i te  c o n s i d e r a b l e  advantages .  It offers  c o n s u m e r s  an  a l terna-  
t ive way to reso lve  d i sputes ,  a d a p t e d  to t h e i r  speci f ic  n e e d s  
w h i l e  d e m o n s t r a t i n g  the  site o w n e r ' s  c o m m i t m e n t  to  take 
i n t o  a c c o u n t  c o n s u m e r s '  i n t e r e s t s .  T o g e t h e r  w i t h  s i te  
labell ing,  t h e  c o m m i t m e n t s  re la t ing  to d i spu te  r e so lu t i on  
b e c o m e  a m a r k e t i n g  s t ra tegy  for  se rv ice  p rov ide r s ,  to  the  
advan tage  o f  b o t h  par t ies .  C o n s u m e r s  bene f i t  o n  t he  o n e  
h a n d  b e c a u s e  t h e y  f ind an  a n s w e r  to  t h e i r  n e e d s  in the  ser- 
v ice  p r o v i d e r ' s  c o m m i t m e n t s .  T h e  se rv ice  p rov ide r s ,  o n  t he  
o t h e r  hand ,  see  th i s  as a pos i t ive  s t ra tegy  w h i c h  will  u n d o u b t -  
edly i nc rease  c o n s u m e r  c o n f i d e n c e  in b u y i n g  goods  a n d  ser- 
v ices  o n  t he  In t e rne t .  
The  u n c e r t a i n t y  re la ted  to t he  r e so lu t i on  of  d i spu te s  aris- 
ing o n  t he  Net  m e a n s  t ha t  t he  p o t e n t i a l  of  E - c o m m e r c e  has  
still to  b e  real ized.  T h e  d e v e l o p m e n t  of  a l t e rna t ive  so lu t ions  
could ,  the re fore ,  assist  t he  d e v e l o p m e n t  of  e l e c t r o n i c  com- 
merce .  
CONCLUSION 
"The  same  level  of  p r o t e c t i o n  p r o v i d e d  by  t he  laws and  prac- 
t ices  t ha t  app ly  to o t h e r  fo rms  of  c o m m e r c e  s h o u l d  b e  afford- 
ed  to c o n s u m e r s  p a r t i c i p a t i n g  in c o m m e r c i a l  ac t iv i t ies  
t h r o u g h  t he  use  of  g lobal  ne tworks . "Th i s  genera l  p r i n c i p l e  is 
t he  first  s t a t e m e n t  of  t h e  OECD draft  R e c o m m e n d a t i o n .  39 It is 
b a s e d  o n  t h e  des i re  to  see  G o v e r n m e n t s  e n s u r e  t ha t  laws and  
p rac t i c e s  app l i cab l e  to o t h e r  fo rms  of  c o m m e r c e  are a f forded  
to c o n s u m e r s  e n g a g i n g  in e l e c t r o n i c  c o m m e r c e .  
This  s t a t e m e n t  s h o u l d  h o w e v e r  b e  s e e n  as a m i n i m u m  
basis g iven  t ha t  t he  a b o v e - d e s c r i b e d  p r o p o s a l s  s h o w  tha t  bet-  
t e r  p r o t e c t i o n  c a n  b e  a f f o r d e d  to  o n l i n e  c o n s u m e r s .  
A n s w e r i n g  t he  speci f ic  n e e d s  of  c o n s u m e r s  pa r t i c ipa t i ng  in 
E - c o m m e r c e  can  lead to a ta i lor -made p r o t e c t i o n  t ak ing  bet-  
t e r  a c c o u n t  of  t he i r  i n t e re s t s .The  goal  of  r e a c h i n g  similar let,- 
els o f  protection s h o u l d  t h e r e f o r e  b e  p re fe r red ,  in s t ead  of  
l imi t ing  the  effor t  to  s o m e t h i n g  less. O t h e r w i s e  th is  cou ld  
even tua l ly  d i scourage  f u r t h e r  in i t ia t ives  d e s i g n e d  to take 
a c c o u n t  of  c o n s u m e r s '  i n t e res t s  o n  t he  In t e rne t .  
N e w  fo rms  of  abuse  and  th rea t s  to  c o n s u m e r  p r o t e c t i o n  
call for  n e w  p r o t e c t i v e  ru l e s .The  p r o t e c t i o n  shou ld  be  adapt-  
ed  to m e e t  t he  n e e d s  of  t echno log ica l  evo lu t i on  w h e r e b y  the  
c o n s u m e r  is p l a c e d  in n e w  s i tua t ions  and  is faced  w i t h  n e w  
threats .  Moreover,  on l ine  p rov ide r s  s h o u l d  no t  lose s ight  of  the  
fact  tha t  b e t t e r  p r o t e c t i o n  of  c o n s u m e r s  o n  the  I n t e r n e t  c an  
have  a pos i t ive  i m p a c t  o n  t he  d e v e l o p m e n t  of  E -commerce  
i tself .An i n v o l v e m e n t  in  c o n s u m e r  c o n c e r n s  and  the  p roposa l  
of  prac t ica l  so lu t ions  to  c o n s u m e r  p r o b l e m s  is, w i t h o u t  doubt ,  
t he  be s t  m a r k e t i n g  s t ra tegy a Web  site o w n e r  c an  adopt .  
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